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1. Identification of Chief Information Security Officer (CISO) and alternate CISO and

regular updation of their details on ISAC-Power portal.
2. Preparation of Cyber Crisis Management Plan (C-CMP) on the basis of model C-CMP
circulated by their repsetive sectoral CERT and to get vetted by CERT-In. All CERTs to
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submit a soft copy of their organization C-CMP as well as Sector Specific Model C-CMP

to MoP & CISO-MoP.
3. 1SO:27001 Certification/ Implementation of Information Security Management System

(ISMS).
4. Identification of Critical Information Infrastructure (CII) in coordination with NCIIPC
and CISO-MoP. The list of notified CIIs and Protected Systems to be forwarded to MoP.
5. Conduction cyber mock drill at regular interval in coordination with sectoral CERTs and
CERT-In.
6. Cyber Audit as per specified periodicity from CERT-In empanelled Auditor.
7. Incident Reporting within specified time limit to CERT-In, sectoral CERT and CISO-
MoP. Detailed report to cover incident detail, incident response and measures taken for
prevention in future and leanings from incident handling.
8. To develop SOP based on the internationally followed best practice by
utilities in ensuring cyber security of CIIL
9. A dedicated cyber security cell may be created with dedicated IT profes
10. Impart regular cyber training to IT/OT officers to create cyber awareness in the

organization.
11. Immediate examination of the system, if it com

carried out with the help of CERT-In and NCIIPC.
d carry out quarterly checks of their

power sector

sionals.

es under cyber attack. Forensic analysis

may also be
12. SLDCs may be advised to take extra precautions an

OT and IT systems.
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Power system is one of the critical infrastructures of the nation and needs to b
protected from any kind of attack. Recently, attempts of cyber attacks to disrupt the 2hz.

power system operation have been observed by cyber security monitoring agencies o

on TheE-mail : secy-power@nic.in
March 8, 2021

Government of India. % L ews QY L
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2. As power system is getting increasingly smarter with deployment of latest7

technology including ICT devices for increased automation and control in power systenzi
challenges have become more pronounced. Cyber attackers are increasingly targetin 4

&?% power sector, hence, taking preventive measure and mitigating threats to protect
Indian power system need special attention of all power sector stakeholders.

3. CERT-In under MeitY and NCIIPC a unit of NTRO are the national nodal agencies

g for responding to computer security incidents and protection of Critical Information
~ Infrastructure (Cll) respectively.
s 2
g 4. In order to secure power system infrastructure, MoP has set up four sectoral
. CERTSs viz. CERT-Thermal, CERT-Hydro, CERT-Transinission and CERT-Distribution
« housed at NTPC, NHPC, PGCIL and CEA respectively. These CERTs coordinate with all
= power sector utilities in their respective sectors. MoP has also designated Chief Engineer
(IT), CEA as Chief Information Security Officer (CISO- MoP) to coordinate with all
sectoral CERTs. The contact details of CISO and nodal officer of the sectoral CERTs are
placed at Annexure-I.
G Following activities are strictly to be carried out/complied at utility level for
securing Power System Infrastructure: -
) Identification of Chief Information Security Officer (CISO) and alternate
CISO and regular updation of their details on ISAC-Power portal.
(ii) Preparation of Cyber Crisis Management Plan (C-CMP) on the basis of
model C-CMP circulated by their respective sectoral CERT and to get
vetted by CERT-In. All CERTSs to submit a soft copy of their organization C-
P CMP as well as Sector Specific Model C-CMP to MoP & CISO-MoP.
,o\'o (i) 180:27001  Certification/ Implementation of Information  Security
7(7)6 ~ . o Management System (ISMS).
oA S (iv)  Identification of Critical Information Infrastructure (Cll) in coordination with
Qf”’\ NCIIPC and CISO-MoP. The list of notified Clls and Protected Systems to
L be forwarded to MoP.

(v)  Conducting cyber mock drill at regular interval in coordination with sectoral

/ﬂ CERTs and CERT-In.
(vi)  Cyber Audit as per specified periodicity from CERT-In empanelled Auditor.
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(vii)  Incident Reporting Wif(hin specified time limit to CERT-In, sectoral CERT
and CISO-MoP. Detailed report to cover incident detail, incident response

and measures taken for prevention in future and leanings from incident
handling.

(vii) To develop SOP based on the internationally followed best practice by
power sector utilities in ensuring cyber security of ClI.

(ix) A dedicated cyber security cell may be created with dedicated IT
professionals.

(x) Impart regular cyber training to IT/OT officers to create cyber awareness in
the organization.

(xi) Immediate examination of the system, if it comes under cyber attack.

Forensic analysis may also be carried out with the help of CERT-In and
NCIHPC.

(xi) SLDCs may be advised to take extra precautions and carry out quarterly
checks of their OT and IT systems.

6. The latest status of CISO, C-CMP, Cll and ISMS/ISO:27001 shared by power
utilities of your State/UT with their sectoral CERTSs is also enclosed as Annexure-Il.

7. | request you to instruct the concerned power sector utility of your State/UT to
coordinate with sectoral CERTs, CERT-In and NCIIPC for implementation of measures
mentioned above to prevent any cyber-attack for ensuring cyber security of power
system. | also request you to take regular review at your level to assess the
preparedness of Power utilities in your State to deal with cyber threats. Compliance of
steps listed in para 5 above may kindly be ensured. | will much appreciate your

response within a fortnight.

Yours sincerely,
Encl : as above

(Alok Kumar)

'\./Chief Secretary of all States/UTs
All Administrators of UTs
All Advisers to the Administrators of UTs
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